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Articles are chosen because they 
impact AFLCMC programs or address 
larger national security issues in line 
with the Interim National Security 
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Competition, and AFMC/AFLCMC 
priorities. The Gryphon Growl is 
designed to generate discussions in 
your respective workspace on current 
events. If any topic drives interest at 
higher classifications, please contact 
your PEO’s Director of Intel or the ICE, 
using the phone number listed above 
or at https://usaf.dps.mil/sites/21IS. 
The articles in this product are 
gathered from unclassified, open 
sources and are not evaluated 
intelligence products. The included 
articles do not reflect the official 
position of the 21 IS, AFLCMC, or DoD. 
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INDOPACOM 
ISW: CHINA-TAIWAN UPDATE 
Key Takeaways: 
 

• Iran War: The PRC is unlikely to provide substantive 
material support to Iran despite strongly condemning U.S. 
and Israeli operations. The PRC will likely continue to 
advocate for an end to the conflict to protect its economic 
and diplomatic interests in the region. 
 

• PRC Cognitive Warfare: The PRC is experimenting with 
transmitting false aircraft signals to confuse adversaries’ 
threat awareness and disguise malign activities.  The PRC 
appears to be expanding the use of this tactic beyond 
Taiwan, where it has previously transmitted spoofed ship 
signals. 
 

• PLA Modernization: The PLAN is likely constructing 
additional AOR vessels and developing a nuclear-powered 
aircraft carrier to enhance its ability to operate at longer 
ranges to improve its A2/AD capacity in the Pacific. 

 
 
 
 
 
 
 
 
 

ARMYRECOGNITION: NORTH KOREA PLANS 12 NUCLEAR-ARMED DESTROYERS BY 2030 
AFTER CHOE HYON MISSILE TEST 
North Korean Leader Kim Jong Un used his 
inspection of the destroyer Choe Hyon to 
signal that North Korea is trying to turn its 
navy from a coastal-defense force into a 
mobile strike arm able to launch nuclear 
and conventional attacks from sea. During 
the 3-4 March visit, he observed sea trials, 
watched a sea-to-surface strategic cruise 
missile launch from the ship, declared that 
naval nuclear armament is progressing, 
and ordered the construction of two 
surface combatants of this class or higher 
every year during the new five-year plan. 
North Korean state media framed the 
event as proof that Pyongyang now intends 
to defend maritime sovereignty through 
offensive capability, while independent 
reporting noted the ship is still undergoing 
tests ahead of formal commissioning. 
 
The test was a pre-commissioning combat 
trial in which North Korea fired a sea-to-surface strategic cruise missile from the new destroyer Choe Hyon on March 4 after 
conducting maneuverability and warship-control tests the previous day, using the event to validate the ship’s combat systems 

https://understandingwar.org/research/china-taiwan/china-taiwan-update-march-6-2026/
https://www.armyrecognition.com/news/navy-news/2026/north-korea-plans-12-nuclear-armed-destroyers-by-2030-after-choe-hyon-missile-test#google_vignette
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and to demonstrate that the vessel can serve as an operational launch platform rather than just a symbolic flagship. Pyongyang 
explicitly framed the launch as a core measure of the destroyer’s operational capability and as proof of the crew’s readiness for 
a “strategic attack,” which is why the test matters beyond routine sea trials: it linked the ship directly to North Korea’s wider 
deterrence posture by showing that a surface combatant can add a mobile maritime strike option to the regime’s missile forces 
before the vessel even formally enters service.  
 
For Kim Jong Un’s deterrence strategy, the importance of Choe Hyon lies less in naval parity and more in dispersal, ambiguity, 
and survivability. A nuclear-capable surface combatant adds another launch axis to North Korea’s missile force and forces U.S. 
and South Korean planners to account for mobile sea-based threats in addition to land launchers and submarines. That raises 
the cost of preemption, complicates intelligence and tracking, and injects uncertainty into crisis decision-making because the 
same destroyer can carry both conventional and nuclear-capable systems. Kim’s own language during the inspection was 
revealing: he cast offensive naval capability as the practical basis of sovereignty defense and explicitly linked the ship’s cruise-
missile test to war deterrence. In that sense, Choe Hyon is not just a warship. It is a visible maritime delivery system for North 
Korea’s doctrine of coercive deterrence, designed to convince adversaries that even a limited conflict could expand horizontally 
from land to sea and vertically from conventional strikes to nuclear signaling. 
 

MILITARYWATCH: NORTH KOREA OUTLINES PLANS FOR ACCELERATED NUCLEAR 
BUILDUP AGAINST THE U.S. AT LANDMARK WORKERS’ PARTY CONGRESS 

Chairman of the ruling Korean 
Workers’ Party Kim Jong Un has 
outlined plans for a major buildup of 
North Korean nuclear forces over the 
coming five years, as the country’s 
recent economic boom has fuelled 
speculation that financing for 
increases to defence spending has 
likely become much more readily 
available. The strategy has focused on 
strengthening and expanding the 
nuclear arsenal, operationalising new 
means of nuclear delivery, and 
embedding that arsenal into long-term 
defence policy. The Chairman 
reiterated that North Korea’s status as 
a nuclear-armed state is permanent, 
irreversible and central to national 
security, and pledged to continue to 
increase the number of nuclear 

weapons, while accelerating the production of fissile material and warheads to allow the arsenal to be expanded more quickly.   
 
Chairman Kim highlighted the need to integrate nuclear forces into broader military doctrine, emphasising that nuclear forces are 
the “backbone” of deterrence and national defence and will be maintained at constant readiness, with testing and exercises to 
ensure effectiveness. He also stressed the importance of developing more advanced delivery systems, elaborating that plans 
include developing more capable types of intercontinental ballistic missile, including missiles with such ranges that can be 
launched from submarines. Also planned for development are more nuclear-capable submarines and sea-launched systems. The 
chairman revealed that these programs would be complemented by the development of AI enabled attack drones and other 
advanced weapons, as well as development of weapons designed to strike satellites and other space targets.  
 
North Korea first demonstrated the ability to launch nuclear strikes against the United States mainland with the successful test 
of the new Hwasong-14 ballistic missile on July 4, 2017, in what would prove to be a pivotal moment in the East Asian state’s 
seven decades long conflict with the United States. The test was the first of three that year demonstrating an effective 
intercontinental range strike capability, which experts would consider key to pressing the United States to come to the negotiating 
table in 2018 and significantly revise its objectives for its conflict with Pyongyang. Vice Chairman of the Joint Chiefs of Staff and 
former Commander of the U.S. Strategic Command John Hyten would be among several to later stress the pivotal significance of 
North Korea’s achievement, observing during an assessment in early 2020 that this had “changed the entire structure of the 
world,” for the first time allowing a small state to deter a superpower without relying on its own superpower protector. 
 
North Korea has continued to significantly improve its missile deterrent, most recently with test launches of the Hwasong-17 from 
March 2022, and the solid fuelled Hwasong-18 from April 2023, and the larger solid fuelled Hwasong-19 from October 2024. The 

https://militarywatchmagazine.com/article/nkorea-plans-accelerated-nuclear-buildup#google_vignette
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latest ICBM type, the Hwasong-20, was unveiled in October 2025. North Korean state media in December 2025 published the 
first images of the country’s long anticipated first nuclear powered submarine, revealing that the ship is currently under 
construction. A nuclear submarine fleet is expected to revolutionise the country’s second stage nuclear deterrent. The 
development of an airborne nuclear delivery capability to form a fully nuclear triad has been speculated, with the possibility having 
been widely raised of exports of Russian Su-34 strike fighters or Su-57 stealth fighters to help cover the costs of mass imports of 
North Korean ground forces equipment. Either of these aircraft would provide a long range nuclear delivery capability against U.S. 
bases across much of the Pacific, and in the Su-34’s case as far as Hawaii or even the U.S. mainland depending on its missile 
loadout. 

EUCOM 
ISW: RUSSIA-UKRAINE UPDATE 
Key Takeaways:  
 

• Ukraine to Provide UAV Advisors: Ukraine will send 
an unspecified number of Ukrainian military 
personnel with expertise in downing Shahed 
drones to the Middle East, underscoring how 
Ukraine’s experience in defense against Iranian 
drones can strengthen the air defenses of the 
United States and its allies in the Middle East. 
 

• Ukraine Targets Donetsk: Ukrainian forces likely 
continued their mid-range strike campaign against 
military assets in occupied Donetsk City. 
Geolocated footage and imagery published on 
March 8 show columns of smoke and debris at the 
site of several buildings in the northwestern area 
of occupied Donetsk City near the Tochmash 
Plant. Open-source intelligence (OSINT) analysts 
and media sources reported that Ukrainian forces 
struck an ammunition depot at the plant and 
amplified local reports that there were massive 
explosions, including a secondary detonation, in 
the area 
 

• Russian Offensive Slows: Russian attacks in the 
Kharkiv direction have decreased as Russian 
forces regroup or renew their forces. Ukrainian 
Joint Forces Task Force Spokesperson Colonel 
Viktor Trehubov stated that the pause is likely 
temporary and part of preparation for intensified 
hostilities. Trehubov stated that Russian forces 
need the pause to in part restore their 
communications after losing some satellite 
communications — referring to the February 1 block of Russian forces’ Starlink terminals in Ukraine. 
 

• Ukraine Strikes Russian Infrstructure: Ukrainian forces recently struck Russian military assets near the international 
border. The Ukrainian General Staff reported that Ukrainian forces struck a Russian drone control point in Dunayka, 
Belgorod Oblast (west of Belgorod City and roughly six kilometers from the international border) on March 7. Ukrainian 
forces also struck Russian energy infrastructure in Krasnodar Krai. The Krasnodar Krai Operational Headquarters stated 
that a Ukrainian drone strike started a fire at an oil depot in Armavir, Krasnodar Krai. Geolocated footage shows a strike 
and explosion near the Armavir linear production and control station. National Aeronautics and Space Administration Fire 
Information for Resource Management System (NASA FIRMS) data shows heat anomalies in the area. Ukrainian source 
Militarnyi noted that the Transneft facility receives, stores, and ships fuel by rail. 
 
 

https://understandingwar.org/research/russia-ukraine/russian-offensive-campaign-assessment-march-8-2026/
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DEFENSENEWS: NOVEL INTERCEPTOR DRONES BEND AIR-DEFENSE ECONOMICS IN 
UKRAINE’S FAVOR 

One in every three Russian aerial targets destroyed over Ukraine 
is now brought down not by a missile or a gun — but by interceptor 
drones that each cost less than a used car, Ukraine’s air force 
says. Over the capital, the new class of interceptors is even more 
effective. Drones were credited with more than 70% of Shahed 
downings in February, Ukraine’s Commander-in-Chief Oleksandr 
Syrskyi announced on Tuesday. The math tells the story: A single 
Patriot interceptor costs over $3 million, a NASAMS round slightly 
over $1 million — and each Shahed costs Russia as little as 
$35,000 to manufacture, according to the Center for Strategic 
and International Studies. That puts Ukraine on the wrong side of 
an approximately 85-to-1 cost exchange every time it uses a 
Patriot to defend against a drone. But at $3,000 to $5,000 apiece 

and an average success rate over 60%, interceptors are now changing the calculus of war, Zelenskyy told Fox News late last year. 
These drones, a weapons category that barely existed a few years ago, have become the fastest-growing layer of Ukraine’s air 
defense. 
 
“We are the first in the world to have a system of destroying drones with drones in the air,” Col. Yuriy Cherevashenko, deputy 
commander of UAVs for air defense of the Ukrainian Air Force, said in a video marking the fourth anniversary of Russia’s full-scale 
invasion. Facing an unrelenting adversary whose economy dwarfs its own by nearly tenfold, Ukraine had no choice but to outthink 
rather than outspend, and interceptor drones — mobile, cheap and scalable enough to answer Russian mass production with 
Ukrainian ingenuity — have emerged as their biggest bet. Now, what began as battlefield improvisation has become a deliberate 
war strategy. “Drones now occupy a wide segment of the air defense system,” Cherevashenko said. “In the future, they will be 
perhaps the most numerous means of destroying aerial targets.”  
 
Their rapid development over the last year tracked Russia’s escalating use of Iranian-designed Shahed attack drones, which by 
mid-2025 were arriving in record-breaking waves that overwhelmed Ukraine’s missile-based air defenses faster than Western 
allies could resupply them. “We needed to supply a lot of interceptors this year, because without them, the winter would have 
been even harder for Ukraine,” Alona Zhuzha, director of digitalization at Ukraine’s newly established Defense Procurement 
Agency, told Military Times. The National Security and Defense Council (NSDC) said the country produced 100,000 interceptor 
drones in 2025 and reported that production capacity has grown eightfold compared to the prior period. Frontline units received 
an average of over 1,500 interceptor drones per day in December and January — up from about 1,000 per day during the previous 
period, the MOD said at the beginning of the year. That supply is translating into operational tempo: Last month, interceptor 
drones flew approximately 6,300 sorties and destroyed more than 1,500 Russian UAVs of various types, Syrskyi said.  

ARMYRECOGNITION: RUSSIA EXPLORES MANNED–UNMANNED TEAMING CENTERED ON 
SU-30SM FIGHTERS AND S-70 OKHOTNIK DRONES 
A senior Russian military aviator says Moscow is exploring 
closer integration between Su-30SM multirole fighters and the 
S-70 Okhotnik heavy unmanned combat aerial vehicle. The 
concept signals continued Russian investment in manned 
aviation while advancing loyal wingman-style tactics that could 
reshape its future air combat doctrine. Russian Military Pilot 
Major General Vladimir Popov in a recent interview described 
a concept of close cooperation between fighter aircraft and 
heavy unmanned aerial vehicles as a “new philosophy” of 
warfare.  
 
In his remarks to NEWS.ru, Popov stresses that current trends 
in military aviation are clearly shifting toward unmanned 
platforms, but he frames this not as a replacement for pilots, 
rather as a reconfiguration of roles. He states that the S-70 
Okhotnik unmanned combat aerial vehicle can operate “in a 
complex” with the Su30SM, and that aircraft such as the Su-32 and Su-30SM are able to interact with UAVs while accomplishing 
the same mission set normally assigned to manned aviation, but with greater safety for the aircrews. Taken at face value, this 
suggests that Russian planners are at least conceptually positioning Su-30SM crews as mission commanders within a wider 
network that includes remotely operated or autonomous strike and reconnaissance assets. 

https://www.defensenews.com/global/europe/2026/03/05/novel-interceptor-drones-bend-air-defense-economics-in-ukraines-favor/
https://www.armyrecognition.com/news/aerospace-news/2026/russia-explores-manned-unmanned-teaming-centered-on-su-30sm-fighters-and-s-70-okhotnik-drones#google_vignette
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The view that manned aviation will remain a priority for roughly the next fifty years, even as unmanned systems advance and 
potentially rival or surpass their manned counterparts, suggests that Russian force planning envisions an incremental rather than 
revolutionary transition. Manned fighter units such as Su-30SM and Su-35S squadrons are likely to remain the core of the 
Aerospace Forces’ combat aviation structure, with UAVs layered in as force multipliers and risk-sharing assets. This would align 
with a procurement and training philosophy in which pilot expertise, cockpit decision-making and human judgment in rules-of-
engagement remain central, while unmanned platforms gradually assume a growing share of hazardous or routine tasks. Popov’s 
comments, therefore, appear to reflect a doctrinal balance between continuity in manned aviation and adaptation toward greater 
automation and robotics, both in the air and, as he notes, on the ground. 

CENTCOM 
ISW: CENTCOM UPDATE 
Key Takeaways: 
 

• Iran Selected New Leader: Iran’s Assembly of 
Experts selected former Supreme Leader Ali 
Khamenei’s son, Mojtaba Khamenei, as the 
next Supreme Leader on March 8. Mojtaba’s 
selection as the Supreme Leader represents 
a victory for hardline factions over more 
pragmatic figures within the regime. Mojtaba 
is a hardline cleric who will likely pursue 
similar domestic and foreign policies to those 
of his father. Mojtaba will face several 
immediate challenges, including trying to 
establish his legitimacy and attempting to 
unite and gain the support of various regime 
factions. Mojtaba’s connections with the 
IRGC and the Office of the Supreme Leader 
may mitigate some of these challenges. 
 

• Iran Continued Regional Attacks 7-8 March. 
An Iranian drone damaged a desalination 
plant in Bahrain. The Saudi Civil Defense 
Authority reported on March 8 that an 
unspecified projectile fell on a residential 
area in Kharj, Saudi Arabia, killing two 
individuals and wounding 12 others. 
 

• IDR Responds to Hezbollah: The IDF has 
continued to conduct airstrikes targeting 
Hezbollah across Lebanon to degrade 
Hezbollah’s ability to launch attacks targeting 
Israeli forces and positions in northern Israel and southern Lebanon. The IDF has conducted over 100 strikes in Lebanon 
in the past 24 hours and a total of 600 strikes using 820 munitions in Lebanon since the war began on February 28. 
 

 
 
 
 
 
 
 
 
 
 
 

https://understandingwar.org/research/middle-east/iran-update-evening-special-report-march-8-2026/
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ISW: IRAN’S ASSEMBLY OF EXPERTS SELECTED FORMER SUPREME LEADER ALI 
KHAMENEI’S SON, MOJTABA KHAMENEI, AS THE NEXT SUPREME LEADER 
Mojtaba’s selection as the Supreme Leader represents a 
victory for hardline factions over more pragmatic figures 
within the regime. Mojtaba is a hardline cleric who will 
likely pursue similar domestic and foreign policies to 
those of his father. Mojtaba fought in the Iran-Iraq War 
and developed important relationships while serving in 
the Habib Ibn Mazahir Battalion under the 27th 
Mohammad Rasoul Allah Division. Many members of the 
Habib Battalion went on to hold influential positions, 
particularly in the Islamic Revolutionary Guards Corps 
(IRGC) Intelligence Organization. Mojtaba maintained ties 
to these individuals, such as former IRGC Intelligence 
Organization Chief Hossein Taeb. Mojtaba used these 
relationships to cement his role in Iran’s security 
apparatus. Mojtaba reportedly played a leading role in 
securing former hardline President Mahmoud 
Ahmadinejad’s victory in 2009 and subsequently took 
control of the Basij to crush the protests over 
Ahmadinejad’s election, for example.  
 
Mojtaba will face several immediate challenges, including 
trying to establish his legitimacy and attempting to unite 
and gain the support of various regime factions. 
Mojtaba’s connections to the IRGC and the Office of the 
Supreme Leader may mitigate some of these challenges, however. Mojtaba is a mid-level cleric like his father was when he 
assumed the position, which has historically caused his candidacy to be controversial. Prominent clerics have publicly questioned 
Mojtaba’s religious credentials, for example. Mojtaba will also likely face criticisms that the Islamic Republic is transforming into 
a monarchy with hereditary succession, particularly because Ali Khamenei reportedly opposed hereditary succession. Mojtaba will 
additionally have to contend with a very fractured regime and attempt to unite and gain the support of various factions at a point 
when the regime is facing unprecedented internal and external pressure. Anti-regime media recently reported that the IRGC 
pushed for Mojtaba’s selection. It is unclear which specific factions within the IRGC support Mojtaba, but this support may mitigate 
some of the challenges Mojtaba will face. 
 
Mojtaba’s selection represents a victory for hardliners over more pragmatic figures within the regime. Some Assembly of Experts 
members, such as hardline cleric Ayatollah Mohammad Mehdi Mir Bagheri, wanted the Assembly of Experts to quickly appoint a 
new Supreme Leader after Ali Khamenei’s death, likely, in part, to make it difficult for those who opposed Mojtaba’s candidacy to 
have sufficient time to convince others to oppose Mojtaba. More pragmatic figures within the regime appear to oppose Mojtaba. 
Anti-regime media reported on March 6 that Supreme National Security Council Secretary Ali Larijani had wanted his brother, 
Sadegh Amoli Larijani, to become the next Supreme Leader, which would have given Ali Larijani immense power within the regime. 
Anti-regime media previously reported in September 2025 that Ali Larijani was “competing to position [himself] for a potential 
succession.“ The New York Times reported on February 22 that Khamenei had tasked Ali Larijani with “steering the country” 
during the recent protests and that Larijani has “effectively been running the country” since then. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

https://understandingwar.org/research/middle-east/iran-update-evening-special-report-march-8-2026/
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AEROTIME: ZELENSKYY OFFERS UKRAINE’S SHAHED INTERCEPTOR DRONES TO GULF 
STATES 
 Ukraine is ready to share its experience countering Iranian-
designed Shahed drones with partners in the Middle East, 
President Volodymyr Zelenskyy said, as the United States 
and Gulf countries explore the use of Ukrainian interceptor 
drones to defend against mass UAV attacks.   
 
Ukraine has developed a range of low-cost interceptor 
drones after years of defending its cities against large-scale 
Russian aerial attacks, many of which rely on Iranian-
designed Shahed platforms.  The experience has made Kyiv 
one of the most advanced operators of counter-drone 
tactics against mass UAV strikes, combining interceptor 
drones, electronic warfare and conventional air 
defenses.  Ukrainian officials say several partners are now 
interested in drawing on that operational experience as 
Iranian drone attacks spread across the Middle East.   
 
The discussions also reflect the growing cost imbalance 
between cheap attack drones and expensive interceptor 
missiles. Industry officials say Ukrainian interceptor drones 
can cost only a few thousand dollars per unit, compared with millions of dollars for traditional interceptors such as PAC-3 missiles 
used by the Patriot air defense system.   
 
“Hundreds or thousands of ‘Shaheds’ cannot be intercepted with Patriot missiles – it is too costly,” Zelenskyy said.  
“That is why they need interceptor drones, which we have.”  
 
Kyiv has also suggested that cooperation could involve exchanges of capabilities between Ukraine and its partners.  
Ukraine faces shortages of high-end air defense interceptors, including PAC-2 and PAC-3 missiles used by the Patriot system to 
counter Russian missile attacks.   

CYBERCOM 
CYBERSECURITYNEWS: THREAT ACTORS INTENSIFY TARGETING OF IP CAMERAS ACROSS 
MIDDLE EAST AMID ONGOING CONFLICT 

Cyberattacks linked to Iranian threat actors are taking 
on a new and alarming form in the ongoing Middle 
East conflict. Since late February 2026, a coordinated 
campaign to compromise internet-connected IP 
cameras has been underway across multiple 
countries in the region, raising serious concerns 
about how cyber operations are being actively used to 
support physical military activity. The campaign was 
first observed beginning February 28, 2026, with a 
sharp spike in exploitation attempts targeting IP 
cameras in Israel, the United Arab Emirates, Qatar, 
Bahrain, Kuwait, Lebanon, and Cyprus. The attack 
activity originated from infrastructure linked to Iran-
nexus threat actors, using commercial VPN exit nodes 
— including Mullvad, ProtonVPN, Surfshark, and 
NordVPN — alongside virtual private servers to mask 

their true origins. The scale and timing of these attacks are far from random. Earlier activity was also recorded on 14-15 January, 
coinciding precisely with a period when Iran closed its airspace amid fears of a potential U.S. military strike. Check Point Research 
analysts identified these targeting patterns through continuous monitoring of Iran-linked infrastructure and noted that spikes in 
camera exploitation consistently aligned with major geopolitical events. 
 

https://www.aerotime.aero/articles/zelenskyy-ukraine-interceptor-drones-gulf-shahed
https://cybersecuritynews.com/threat-actors-intensify-targeting-of-ip-cameras/
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The activity on 24 January, for instance, coincided with a visit by the U.S. Central Command commander to Israel for high-level 
meetings with the Israel Defense Forces chief of staff. By early February, as Iran’s leadership grew increasingly worried about a 
possible U.S. strike and IRGC-linked messaging warned that such an action could trigger a wider regional war, exploitation 
attempts saw another clear and documented surge. The primary targets are devices made by two of the world’s most widely 
deployed camera manufacturers: Hikvision and Dahua. Both brands are routinely installed in public areas, critical infrastructure 
sites, and commercial buildings across the region. Their widespread presence makes them high-value targets for actors seeking 
real-time visual intelligence. Notably, no exploitation attempts from this infrastructure were directed at cameras from any other 
manufacturer. The implications of this campaign go well beyond typical cyber espionage. During the 12-day conflict between Israel 
and Iran in June 2025, camera compromise was likely used to support battle damage assessment and target correction. A 
particularly chilling example involved Iran’s missile strike on Israel’s Weizmann Institute of Science — Iranian actors reportedly 
took control of a street-facing camera near the building just before the missile hit. Taken together, these findings point to camera 
compromise functioning as a direct operational tool in kinetic warfare. 
 
Exploitation waves against Israel and Qatar were the sharpest, but Bahrain, Kuwait, the UAE, Cyprus, and Lebanon each recorded 
measurable activity as well. Organizations operating IP cameras and surveillance systems across the region should take 
immediate action to reduce their exposure. 

CYBERSECURITYNEWS: EPIC FURY/ROARING LION SPARKS ESCALATING CYBER 
CONFLICT AS IRAN GOES OFFLINE, HACKTIVISTS STEP UP RETALIATION 
Within hours of opening strikes by the U.S. and Israel, Iran launched a multi-
vector retaliatory campaign involving hacktivist groups, state-aligned actors, 
and opportunistic cybercriminals, growing into one of the most intense cyber 
confrontations in recent memory. One of the most significant early 
developments was Iran’s near-complete loss of internet access. By the 
morning of 28 February, available connectivity inside Iran had dropped to 
between 1% and 4%. This sudden disruption cut off state-aligned cyber units 
from their command and control networks, severely limiting their ability to 
coordinate and execute sophisticated cyberattacks near-term. Iranian cyber 
cells have since shifted into operational isolation, which may cause 
unpredictable deviations from their established attack patterns.  
 
Palo Alto Networks’ Unit 42 analysts identified an active phishing campaign 
almost immediately following the offensive, in which attackers deployed a 
malicious replica of the Israeli Home Front Command’s RedAlert emergency 
alert application. Distributed as an Android Package Kit (APK) through SMS 
phishing messages, it tricks users into downloading malware for mobile 
surveillance and data exfiltration. Attackers exploit public fear to deliver 
malware under the cover of a trusted safety tool during the ongoing conflict. 
Despite the disruption to Iran’s own infrastructure, hacktivist activity outside 
the country surged rapidly. As of 2 March 2026, approximately 60 individual 
groups — including pro-Russian collectives — were actively engaged in 
operations targeting Israeli, Western, and regional assets. Many of these 
groups operate under the newly formed “Electronic Operations Room,” 
established on 28 February 2026. These groups have claimed responsibility 
for attacks ranging from DDoS assaults on banks and government sites to full 
infrastructure compromises affecting energy, payment, and defense systems. The conflict’s reach has extended far beyond Iran’s 
borders. Cybercriminals in the UAE launched vishing scams impersonating the Ministry of Interior to steal national identification 
numbers. The ransomware-as-a-service group Tarnished Scorpius (also known as INC Ransomware) listed an Israeli industrial 
machinery company on its leak site, replacing the company logo with a swastika. The speed and breadth of these attacks reflect 
a conflict that has moved well beyond a state-versus-state dynamic into a multi-actor cyber war. 
 
The “Electronic Operations Room” has become the primary coordination hub for Iran-aligned hacktivist operations since the 
conflict began. Handala Hack, a persona linked to Iran’s Ministry of Intelligence and Security (MOIS), has emerged as the most 
active actor, claiming responsibility for breaching an Israeli energy exploration company, compromising Jordan’s fuel systems, 
and threatening Iranian-American and Iranian-Canadian influencers with death — including sharing their home addresses with 
physical operatives. This move from digital disruption to physical intimidation marks a dangerous escalation in hacktivist behavior. 
Other actors include the Cyber Islamic Resistance — an umbrella collective coordinating groups like RipperSec and Cyb3rDrag0nzz 
— which claimed to have compromised a drone defense system and Israeli payment infrastructure. The FAD Team reported 
unauthorized access to multiple SCADA and PLC systems in Israel, while DieNet targeted airports and banks across Bahrain, Saudi 
Arabia, Jordan, and the UAE. 

https://cybersecuritynews.com/epic-fury-roaring-lion-sparks-escalating-cyber-conflict/
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 AFMC A2: World Threat Brief CAO: 6 Oct 2025 
 https://usaf.dps.mil/sites/22244/SitePages/Command-Intel-Threat-Brief.aspx 
 

 
China Aerospace Studies Institute: CASI supports the Secretary of the Air Force, Joint Chiefs of Staff, and other senior 
leaders of the Air and Space Forces. CASI provides expert research and analysis supporting decision and policy 
makers in the Department of Defense and across the U.S. government. 
https://www.airuniversity.af.edu/CASI/ 
 
The Center for Strategic and International Studies (CSIS): is a bipartisan, nonprofit policy research organization 
dedicated to advancing practical ideas to address the world’s greatest challenges. 
https://www.csis.org/ 
 
Defense Intelligence Agency Military Power Publications: an intelligence agency and combat support agency of the 
United States Department of Defense, specializing in defense and military intelligence. 
https://www.dia.mil/Military-Power-Publications/ 
 
Institute for the Study of War: The Institute for the Study of War (ISW) is a non-partisan, non-profit, public policy 
research organization. ISW advances an informed understanding of military affairs through reliable research, trusted 
analysis, and innovative education. 
https://www.understandingwar.org/  
 
Perun: An Australian covering the military industrial complex and national military investment strategy.  
https://www.youtube.com/@PerunAU 
 
 
Research and Development Corporation (RAND): RAND is a nonprofit, nonpartisan research organization that 
provides leaders with the information they need to make evidence-based decisions. 
https://www.rand.org/ 
 
 
RealClearDefense: RCD was created at the request of the Pentagon and Hill staff on the House Armed Services 
Committee for information about military affairs, defense policy, national security, and foreign affairs. 
https://www.realcleardefense.com/ 
  
Stockholm International Peace Research Institute: SIPRI is an independent international institute providing data, 
analysis and recommendations, based on open sources, to policymakers, researchers, media and the interested 
public. 
https://www.sipri.org/  
 
Task & Purpose: Task & Purpose aims to inform, engage, entertain, and stand up for active-duty military members, 
veterans, and their families. The site quickly became one of the most trusted news and investigative journalism 
sources for the military, with its journalists reporting everywhere from the Pentagon to The White House and beyond. 
https://www.youtube.com/@Taskandpurpose   

 
FRONTLINE examines the rise of Xi Jinping, his vision for China and the global implications. 
Correspondent Martin Smith traces the defining moments for President Xi, how he’s exercising power 
and his impact on China, and relations with the U.S. and the world. 
https://www.pbs.org/wgbh/frontline/documentary/china-the-u-s-the-rise-of-xi-jinping/ 
 
 

 

https://usaf.dps.mil/sites/22244/SitePages/Command-Intel-Threat-Brief.aspx
https://www.airuniversity.af.edu/CASI/
https://www.csis.org/
https://www.dia.mil/Military-Power-Publications/
https://www.understandingwar.org/
https://www.youtube.com/@PerunAU
https://www.rand.org/
https://www.realcleardefense.com/
https://www.sipri.org/
https://www.youtube.com/@Taskandpurpose
https://www.pbs.org/wgbh/frontline/documentary/china-the-u-s-the-rise-of-xi-jinping/
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